La tecnologia non e' un destino
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Le tecnologie dell'informazione e della comunicazione
sono arrivate a plasmare la società ed il pianeta
in modo inquietante, sono ormai parte integrante
delle sfide dell'Antropocene

Per affrontare queste sfide la filiera del
datoinformazioneconoscenza
deve passare ad una visione sistemica dell'infosfera
sviluppando tecnologie
socialmente desiderabili,
ambientalmente sostenibili e
eticamente accettabili
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La tecnologia non e' un destino

"Computers and Information Technology
should help and serve people and society.
Where they do not, they should not be passively accepted"
Richard De George
The Ethics of Information Technology and Business
Blackwell Publishing, 2003, p.ix

1985: Deborah Johnson
Computers as SocioTechnical Systems

Deborah Johnson

"Technology is NOT neutral,

technology and society coshape each other"
Deborah Johnson, 1985
Source: Johnson, D. (1985), Computer Ethics, First Edition, Englewood Cliffs, NJ: PrenticeHall;
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Cloud Computing: Back to the Future
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In 2018 T2x ("doubling time")
T2x(2018) = 1 year
In 2025, with 150 billions of sensors online
T2x(2025)= 12 hours

~Zettabyte

2015 2016 2017 2018
Source: Rasetti M. (2019), Passare dalla “scienza dei dati” a un vero sapere, per salvare l’umanità: la sfida del secolo, AgendaDigitale.eu, 4 Mar 2019

Year

Source: www.forbes.com, 2018, Accessed 14 October 2018
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causation vs correlation
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Data means nothing

Source: https://qz.com/1664575/isdatasciencelegit/
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causation vs correlation

John Snow
(18131858)

1854, London
discover the cholera water transmission in Soho
superimposing the maps of fountains with cholera diffusion
points
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2015: AI and Precision Medicine
Topologybased PatientPatient Networks

Type 2 diabetes (T2D, 29 million in US)
 3 subgroups of T2D
1. diabetic nephropathy and
diabetic retinopathy;
2. cancer malignancy and
cardiovascular diseases;
3. cardiovascular diseases,
neurological diseases,
allergies, and HIV infections

Source: Identification of type 2 diabetes subgroups through topological analysis of patient similarity, Li Li, et al., Science Translational Medicine 28 Oct 2015, Vol. 7, Issue 311, pp. 311ra174
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causation vs correlation

Source: http://www.tylervigen.com/spuriouscorrelations
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Knowledge

Information

Data
Source: V.Springel / MaxPlanckInstitute for
Source: sciencegl.com, timesofscience.com
Astrophysics
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Data vs Information vs Knowledge
Data =
 Data in itself does not have a meaning
 a collection of bits in memory in a agreed code
 "records (or descriptions or memories or trace) of events (or objects)" (Bateson, 1972)
 "the recording in an agreed code of the measurement of certain
attributes of an object (or an event)" (Melese, 1979)
 data is an (imperfect) representation of reality (it is not reality), it is a human construct,
subject to biases, limitations,...
 what is "irreducible to encoding" is lost (the map is not the territory)

Data
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data is an imperfect representation of reality
 random errors
broken equipment
human mistakes

 systematic errors
selection bias (analysing twitter when most of us do not twit)
social desirability bias (participants do not report a choice due to
perceptions that this is the unpopular choice)

 errors of choosing what to measure
think you are measuring one thing, but
in fact you are measuring something else (looking for top job candidates,
preferring those who went to top universities)
looking for data where it is more easy to find them (drunkard joke)

 errors of exclusion
populations are systematically ignored in datasets (making inferences about apples
from data about oranges)

usefulness of data and science comes
not from the fact that it's perfect and complete,
but from the fact that we recognize the limitations of our efforts
Source: https://qz.com/1664575/isdatasciencelegit/

15 / 42

Data vs Information vs Knowledge
Information =
 data that has been contextualized, interpreted and that has meaning
 "any difference which makes a difference in some later event" (Bateson, 1972) (*)
 data that makes a difference, a message that changes the way the recipient perceives
something
 any signal message or perception that has an impact on the behavior of recipient

Information

"Information is
neither Matter nor Energy, but it needs
Matter for its Embodiment and
Energy for its Communication"
Norbert Wiener, 1948
"Cybernetics: or Control and Communication in the Animal and the Machine", MIT Press, 1948

* (Gregory Bateson, Steps to an Ecology of Mind, Chicago University Press, 1972)
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Data vs Information vs Knowledge
Knowledge

Knowledge =
 is based on information and cannot be dissociated from experience
 "The only source of knowledge is experience, everything else is just
information" (Albert Einstein)
 A fluid mix of framed experience, values, contextual infomation, and
expert insight that provides a framework for evaluating and
incorporating new experience and information
 It is applied in the minds of knowers. Knowledge requires a
subject: a human!
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Information > Experience > Knowledge
Vista (online)
Udito (online)
Olfatto
Gusto
Tatto
Experience needs a
human body

Experience
Big Data Analytics

measurement /
data collection / IoT
Reality
18 / 42

causation vs correlation

 difference between micro and macro is not only quantitative
(complex systems)
 correlation: identifies hypotheses, explores, reveals unknown connections
 causation: hypothesis test, basis of the scientific method,
experimental method
 data doesn't say anything, humans say things, humans say what
they notice or look for in data
 data is a necessary ingredient in discovery,
but you need a human to select it, shape it, and then
turn it into an insight, intuition, understanding, judgement, ...
epistemological "shift", subsidence
 forecast > prediction > prescription (automation of choices)
 AI systems are proposed as an alternative to human choices
 AI systems must support humans in their choices (cobot)
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Linked Opend Data

The Linked
Open Data
Cloud

Source: https://lodcloud.net/

1,239 datasets
with 16,147 links
(March 2019)

Open Street Map
Rovereto

Source: www.openstreetmap.org

choice vs decision
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choice vs decision

planned by engineers and coders
behind closed doors,
... far from public view

Market

Architecture

Law

Education

Source: Lessig, L. (1999), Code and other laws of cyberspace, Basic Books.
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1999: Lawrence Lessig

Lawrence Lessig
Harvard Law School

"Code is Law"
Lawrence Lessig, 1999
Code and other laws of cyberspace, Basic Books
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Ed Pilkington, 14 October 2019
You can’t see it happening, and may have heard nothing about it.
It’s being planned by engineers and coders behind closed doors,
in secure government locations far from public view.
Only mathematicians and computer scientists fully understand the sea change,
powered as it is by artificial intelligence (AI), predictive algorithms,
risk modeling and biometrics.
But if you are one of the millions of vulnerable people at the receiving end of
the radical reshaping of welfare benefits, you know it is real and that
its consequences can be serious – even deadly...
...unemployment benefits, child support, housing and food subsidies and much more
are being scrambled online. Vast sums are being spent by governments across the
industrialized and developing worlds on automating poverty and in the process,
turning the needs of vulnerable citizens into numbers,
replacing the judgment of human caseworkers
with the cold, bloodless decisionmaking of machines...
At a time when austerity dominates the political landscape,
millions have had their benefits slashed or stopped by computer programs
that operate in ways that few seem able to control or even comprehend.
Mistakes have become endemic, with no obvious route for the victims of the errors
to seek redress...
Instead of talking to a caseworker
who personally assesses your needs,
you now are channeled online
where predictive analytics will assign you a future risk score and
an algorithm decide your fate.

AI Algorithms Transparency
"There are good reasons
to use data
to ensure uniformity in sentencing.
It is less clear
that uniformity
must come at the price of secrecy"
"Can you foresee a day
when smart machines,
driven with artificial intelligences,
will assist with courtroom factfinding or,
more controversially even,
judicial decisionmaking?"

Commenting Sentence
Wisconsin Supreme Court vs Mr. Loomis
using Compas (proprietary) software
from Northpointe Inc.

Shirley Ann Jackson, 2017
President of the College, New York

Source: New York Times, 1 May 2017
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Autonomous Vehicles (2017)

Source: http://www.thecarconnection.com
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Ethics' Knob?

Immanuel Kant
(1724  1804)

DEONTOLOGISM

OFF

CONSEQUENTALISM

RELATIVISM

John Stuart Mill
(1806  1873)

Baruch Spinoza
(1632  1677)
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2019:
Maneuvering Characteristics Augmentation System
(MCAS)
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"I'm sorry, Dave, I'm afraid I can't do that."
Source: Stanley Kubrick, "2001: A Space Odyssey", 1968
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Source: EU Commission, 8 April 2019
ec.europa.eu/digitalsinglemarket/en/highlevelexpertgroupartificialintelligence
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2019: IEEE Global Initiative on
Ethics of Autonomous and Intelligent Systems

... systems must be developed and should operate
in a way that is beneficial to people and the environment,
beyond simply reaching functional goals and
addressing technical problems...
whether our ethical practices are
Western (e.g., Aristotelian, Kantian),
Eastern (e.g., Shinto, 墨家 /School of Mo, Confucian),
African (e.g., Ubuntu), or from another tradition...
GENERAL PRINCIPLES
 Human Rights
 Wellbeing
 Data Agency ("habeas data")
 Effectiveness (and fitness for purpose)
 Transparency (basis of decision should
always be discoverable)
 Accountability (provide an unambiguous rationale
for all decisions made)
 Awareness of Misuse (creators shall guard against
all potential misuses and risks)
 Competence (creators shall specify and
operators shall adhere to the
knowledge and skill required
for safe and effective operation)
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ethical hackers
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hacker
n [hack skillful repair of a computer program +er]
(1976): an expert at programming and
solving problems with a computer
(Webster's Dictionary)

1995: "ethical hacker"

ethical hacker (1995):
a computer experts finding ways to optimize systems and machines
to make them more secure and more efficient
John Patrick
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Leonardo Da Vinci
Reflects on possible "dual use" of its "submarine"

Leonardo Da Vinci
(14521519)

"I do not describe my method of remaining under water,...
I do not publish nor divulge these, by reason of the evil nature of men,
who would use them for assassinations at the bottom of the sea"
"Perché io non iscrivo il mio modo di star sotto l'acqua?…
Questo non pubblico o divulgo per le male nature delli omini,
li quali userebbono li assassinamenti nel fondo de' mari…"
(Da Vinci L. (1506), Codice Leicester (f.15A22v).
Source: Da Vinci L. (2002), The Notebooks of Leonardo Da Vinci, Konecky & Konecky, 2002.

36 / 42

Ethical Hackers
Punched card computer expert
double agent for
the French Resistance ...
Ran the Demographics Department
(Service de la démographie) ...
Sabotaged the Nazi census of France
saving untold numbers of
Jewish people from death camps

... hacked his own machines,
reprogramming them so that
they’d never punch information
from Column 11
(which indicated religion)

René Carmille
18861945

Arrested in Lyon on
3 February 1944
Interrogated for two days
but did not break under torture
Sent to Dachau
where he died on
25 January 1945

Source: Davis A. (2015), A History of Hacking, The Institute  IEEE
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1985: David Parnas

bugs

{

Ethical Dilemmas for Computer Professionals

weeks

David Parnas

"... Software is released for use, not when it is known to be correct,
but when the rate of discovering new errors slows down
to one that management considers acceptable.
... Because of the extreme demands on the system and
our inability to test it,
we will never be able to believe,
with any confidence,
that we have succeeded."
David L. Parnas, , 1985

1984, SDI, Strategic Defense Initiative

Source: Parnas L.D. "Why the SDI software system will be untrustworthy", American Scientist, 73:5, SeptOct 1985, 432440
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Addiction bydesign

Justin Rosenstein
the former Facebook engineer
who helped build the 'like' button

Rosenstein now leads a company that improves office productivity,
appears most concerned about the psychological effects on people
who, research shows, touch, swipe or tap their phone 2,617 times a day.
There is growing concern that as well as addicting users,
technology is contributing toward socalled "continuous partial attention",
severely limiting people’s ability to focus, and possibly lowering IQ
Source: Paul Lewis, Our minds can be hijacked': the tech insiders who fear a smartphone dystopia, The Guardian, 6 October 2017
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By Kate Conger and Cade Metz
Oct. 7, 2018

Laura Nolan, a software engineer in Ireland, left Google in June
over the company’s involvement in Project Maven,
an effort to build artificial intelligence for the Department of Defense.
CreditCreditPaulo Nunes dos Santos for The New York Times
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La tecnologia non e' un destino

Nel nostro tempo,
come informatici,
dobbiamo assumerci la responsabilità di dire
cosa può essere e
cosa non può essere automatizzato
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La tecnologia non e' un destino

Grazie!

Norberto Patrignani
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