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Increase system uptime
without damage to your IT budget

Get leading open source performance
and availability monitoring solution!

See details =

The Ultimate Enterprise-class Monitoring Platform

Zabbix is the ultimate enterprise-level software designed for real-time monitoring of millions of metrics collected from
tens of thousands of servers, virtual machines and network devices.
Zabbix is Open Source and comes at no cost.
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True Open Source software Up-ta 100,000 monitored devices Annual support agreements
Performance monitoring Up-ta 1,000,000 of metrics Trouble-free deployment
Agents for all platforms Thousands of checks per second Professional Services . . . .
Agent-less monitaring Small to large distributed setups Technical Account Manager Esem p| a ppl ICAZIoNlI
Availability and SLA reporting Easy maintenance Zabbix Training
Collection of any data more... Upgrade Semvices
Great graphs and network maps more. ..
more...

mwm MASSIMO GASSINO



ABOUT COMPANY

NAME ZABBIX SIA
FOUNDER, Alexei Vladishev
OWNER & CEO

ESTABLISHED In 2005

STRUCTURE Zabbix SIA is a limited liability
company registered in the Republic
of Latvia

SUBSIDARIES

Zabbix Japan LLC - registered in
Japan, 100% of belongs to Zabbix
MISSION SIA

To create top-quality open source
monitoring platform of choice for
solving real needs of users backed

www.zabbix.com/about.php by the excellent level of commercial
' ' ' services ZABBIX]
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183 participants
from 28 countries

ZABBIX

Top five countries

1. Estonia 14

2. Germany, Netherlands 12

3. France, Norway 9 -

4. ltaly, Lithuania, Russia 7

5. Japan, UK 5

* excluding Latvia



About company | STRATEG

v Stay Open Source

v" Concentrate on enterprise-level companies,
while continue to be the best solution for small
and medium companies

v" Deliver improvements regularly

v Listen to customers’ needs, while defining
strategy ourselves

ZABBIX



About Product | LICENSE

GPLv2

Open Source

No hidden (Corporate, Enterprise) versions

www.zabbix.com/license.php ZABBIX



The Enterprise-class Monitoring Solution
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4 Zabbix overview _ ,
4 Zabbix overview

Architecture Architecture
Data flow
Zabbix consists of several major software components, the responsibilities of which are outlined below.

Server

Zabbix server is the central component to which agents report availability and integrity information and statistics. The server is the central repository in which
all configuration, statistical and operational data are stored.

Database storage

All configuration information as well as the data gathered by Zabbix is stored in a database.

Web interface

For an easy access to Zabbix from anywhere and from any platform, the web-based interface is provided. The interface is part of Zabbix server, and usually
(but not necessarily) runs on the same physical machine as the one running the server.

Zabbix web interface must run on the same physical machine if SQlLite is used.

Proxy

Zabbix proxy can collect performance and availability data on behalf of Zabbix server. A proxy is an optional part of Zabbix deployment; however, it may be very
beneficial to distribute the load of a single Zabbix server.

Agent

Zabbix agents are deployed on monitoring targets to actively monitor local resources and applications and report the gathered data to Zabbix server.



About Product | PERFORMANCE

SINGLE 25 000 host

OStTS
ZAB B IX 190 metrics per host checked every
N O D E minute

ZABBIX



About Product | ZABBIX IN NUMBER

ti ft
500 000  sounicaded during 201

Zabbix was nominated for
B EST O F the 2" time among world’s

B R E E D best monitoring solutions

according to Gartner

2 5 languages Zabbix interface is
translated to

ZABBIX
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Use cases & Solutions | SOLUTIONS BY INDUSTR

« Tower and ATM
automation systems

» End-to-end
communication system

* Online Banking

* Number of transactions
* Financial operations

* Cash and Credit Flows

« [T devices
« Data loss

* |dentify internal system
abusers

* Energy and utilities
usage

* Energy supply level

» Automation of

* Understanding
investments

* Project evaluation
* Yearly budget

’ \E/alél"e added Front- « System Infection « IP protection purposes machines « Core activities
nes * Security Breaking + Attendance
BANKING & ENERGY &
AEROSPACE - FINANCE EDUCATION t CHEMICALS ‘\ GOVERNMENT "
| ——

* Datacenter * Measurement and
* WISP network tracking
* WiFiinfrastructure « statistics
* day-to-day metrics * Website activities
* Preschedule
automated messages

. Hospital's machines
and equipment

* Logfile capability
* Statistical testing

* Equipment

» Security system

* Production statistics
* Cash machines

HEALTHCARE  _s.tsn =
& MEDICINE 5T IT&TELCO A MARKETING ~ ““g»  RETAIL
|

www.zabbix.com/solutions_by industry.php

ZABBIX



DOWNLOAD

3 options:

v Use virtual appliance to test

v Install from a package | RHEL, CentOS, Debian, Ubuntu

v Install from a source

www.zabbix.com/download.php

ZABBIX



* Zabbix Agent  [HECRIENN
¢ SNMP Agent

e |[PMI Agent

* Agentless Monitoring

* Web Monitoring

¢ Database Monitoring

¢ Internal Check

¢ Calculated Monitoring

¢ Custom Command Monitoring

CPU

Meamory

Hetwork

Service

File

Load Average
CPU Utikzation

Memory Utilization

Swap | Pagefile UtHEation
WNetwork Transfer

MNetwork Error / Drop Packet
Collisions

Fikesystem Utilization

Disk /O

Process Monltoring
Windows Serice

TCP Port connectivity

TCP Port response time

DNS Moenitoring

NTP Monitoring

Text Log

Eventlog

File Monitoring

Performance Counter (Windows
oy}

T 3 Telek o 1 1
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What can be monitored on the Web?

* Response time o

* Download speed R R o 2o
* Response code = -

* Availability of certain content = :

* Complex web scenarios with .___= e : ¥

login and logout capability ' -
* Support for HTTP and HTTPs e

ZABBIX S

T L I T 13 © 2001-2012 by Zabbix 51A. All rights reserved.




Database Monitoring

Monitoring any query PostgreSQL

Through the ODBC technology and their drivers, a Zabbix
server can collect any data in RDBMS databases such as
MySGQL, PostgreSQL, Oracle and Microsoft SQL Server.

ORACLE
DATABASE

After executing the guery. its result is stored and allows you

to generate graphs, alarms or notifications in case of -
failures in performance or unavailability. m
This feature makes monitoring more effective because it

collects information directly from the database data M H S Q o

avoiding false positives.



Calculated and Aggregate Information

Calculated items

Through an arithmetic expression, calculated items allow o create virtual data sources, where the values are
periodically recalculated. The result is stored, allowing to generate graphs. alarms or send nofifications.

An example of a calculated item would be to calculate the sum of traffic between two ports on a network switch.

Aggregate items

With hosts being organized into groups you can create items with aggregate functions like maximum, minimum
and average of an item that is common to all hosts in the group.

An example of an aggregate item would be to calculate the average of memory usage across all hosts of a
specific group.



Custom Monitoring

Add custom scripts

In addition to the built-in checks, it is possible to create custom agent checks using the user parameter feature.

Moreover, a powerful feature of a Zabbix agent is the ability to execute custom scripts. Anyone can extend
Zabbix agent functionality by creating scripts in programming languages like shell script, Perl, Python, Ruby or
any other that can be executed. The result of the executed script is sent to Zabbix server, which stores and
processes it like any other check.

External checks

In external checks a Zabbix server can run custom scripts from their own server.

Loadable modules

Loadable modules offer a way of extending Zabbix functionality that is more performance-minded than the user
parameter option or external checks. In addition to greater performance and the ability to implement any logic,
modules have the potential to be developed and shared within the Zabbix community. Supported for Unix-like
systems, a loadable module is basically a shared library used by Zabbix server or agent and loaded on startup.
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How you get notified?

MNotification method:
E-mail

SMS

Jabber

Chat message
Command Execution

Escalation:

Escalation allert to other person / other notification method

ZABBIX Repeat notification

Tho UR e Qoan Bauma Foadng Tolidon 14 © 2001-2012 by Zabbix SIA. All rights reserved.
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ZABBIX

Monitoring Inventory Reports Configuration Administration

Dashboard | Overview Web Latestdata  Triggers Events

Graphs

Screens Maps

History: h UM —ORE » v ¥afi—F » 1—F—70277-7/L » Dashboard » Overview

Discovery IT services

Help | Get support | Print | Profile | Logout

Value Details
Zabbix server is running Yes  localhost:10051
Number of hosts (monitored/not monitored/templates) 85 47 /0 /38
Number of items (menitored/disabled/not supported) 502 493 /0/90

Number of triggers (enabled/disabled) [9mblern{ok:[ 291 291 /0([10/281]

Number of users {online) 2 4

Required server performance, new values per second 7.7 -

[/ vSphere 001: CPU utilization
[/] vSphere 002: CPU utilization
[/] vSohere 003: CPU utilization

-

E Zabbix server performance
E JBoss performance
[4] oracie RAC

E Network map

- screens»]

@ Network devices

@ VMWare production

-

Host group Disaster
Business System 0
Ciouds o

Database servers 0
JBoss instances 0
Network Devices 0
Private Cloud 1]
Web servers 0
Zabbix servers 0

o 2 o e o o oo
L = A -

v B ) & S )

o 2 o 2o o o oo

o [ e | o 8

‘Updated: 02:45:41 AM

| Detect operating system

[Ping

Traceroute

Host inventory

¢ Host screens

space on JBoss 102
space on vSphere 004
space on vSphere 001
space on JBoss 103
space on vSphere 005
space on vSphere 002
space on JBoss J01

ms having missing data for more than 10 minutes

Dec 16th, 2013 03:17:51 AM
Nov 12th, 2013 12:03:59 PM

Nov 12th, 2013 12:03:56 PM

Now 12th, 2013 12:03:53 PM

Nov 12th, 2013 12:03:40 PM

Nov 12th, 2013 12:03:37 PM
Nov 12th, 2013 12:03:34 PM
Nov 12th, 2013 12:03:18 PM
Nov 12th, 2013 12:03:15 PM
Nov 12th, 2013 11:48:30 AM

23d 23h 27m No
im 27d 14h No
im 27d 14h No
im 27d 14h No
im 27d 14h No
im 27d 14h No
im 27d 14h No
im 27d 14h No
im 27d 14h No
im 27d 14h No
10 of 10 issues are shown

'Updated: 0 41 AM




Help | Get support | Print | Profile | Logout

|
'Monitoring

Jan 9th, 2014 01:55 AM - Jan 9th, 2014 02:55 AM (now!
aug» |
ih  (fixed)
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100 %
50 %
0%
== = £ = = = = = £ : 3 =
W D 0w =2 @ =2 wm s wm = w = e
A8 & 5 § § 2 8 §8 § § & 7
Rf —~ o~ (=] (=] o (=3 =3 =] =3 =] o (=3 ~
- - a; ‘B o
5 E = = = = = = = = = = 5 2 2
T = k= T = T = Ed k= = = i = e : £
m s om0z M g w8 owm g mo@ i = last min avg max 5
S o0& &8 & & & & & § & & & o6 B cPUidletime [avg] 91.3% 77.24% 9546% 098.63% !
=8 = B CPU user time [avgl 576% 0.53 % 1.39% 5.76% ]
5 e 3 B CPU system time [avg] 0.73% 027 % 0.43% 0.82% i
=) last min avg = m H CPU iowsait time [ava] 3.54% 0.22% 27% 20.61 % 2
M Processor load (1 min average per core) [aval 024 002 109 54 B CPU nicetime [ava] 0% 0% 0% 0% i
B Processor load (S min average per core) [avgl 035 028 113 24 B CPUinterrupt time  [avag] 0% 0% 0% 0% =
M Processor load (15 min average per core)  [avgl 069  0.66 1.1 M [ CPU softirg time [avgl 0.07% 0% 0.04 % 0.12%
O Trigger: Processor load is too high on Zabbix server  [= 5] B CPU steal time [avg] 0% 0% 0.02% 0.03%
Zabbix server: Memory usage (1h) Zabbix server; Network traffic on ethQ (1h)
495.7 MB 100 Kbps T .
50Kbp5.....§.......... ............... R pere g, L B S e e
200.0 MB f
0B 4 - > Obps = = >
Z £ £ XXX X EEE XX EEZXZEEETEIEECEEIEELETCZZIEZEGZETETST = £ Z E X EE X XIEEEEIEIZEIZEIEEZEEEEIXIEELEETEEITETETEEZETZ
o LT o € 4 € € € € < € £ & f O G € £ O X € & f L o € O O of o L o € € € 4 o £ 4 O € € f £ O£ f 4 O f 4 L X O C L L o € L o
nPpogdEgeooismNideRgadensyiggangy [ral - = S T S - e )
Y o N o o o0 0 00 0 o0 o000 OO0 OoCOoOOOCOODOoODOoooao M o Mo o oo o oo o0 o000 00000 O0OCOCOoOOoQCODOOoOoo oo ™
L= o L= (=] L= o
@ o o o N
2 2 = g 3
_ = last min avg max = _ = i last min avg Hax




Monitoring

Dashboard Overview Web Latest data Triggers Events Graphs r Discovery IT services

History: Custom screens % Custom graphs # Latest data % Dashboard ® Customn screens

SCREENS
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last min awvg max
B 9 Sessioni_ lavg] 412N ON 15673 N 446N
= 90: Sessioni_ [avg] 15N ON 443N 18N
| 20 Sessioni_ [avg] 263N ON 10806M 303N
= .1: Sessioni [avg] 675N ON 22314N 710N
m 19: Sessioni_ [avg] 330N ON 11197N 330N
[} J8: Sessioni_ [avg] 422N ON 15529MN 439N
O 17 Sessioni_ [avg] 438N ON 14667N 452N
| 16: Sessioni_ [avg] 510N ON 17241N 520N
|| 15: Sessioni_ [avg] 385N ON 13541N 414N
| )4 Sessioni_ [avg] 361N ON 13577MN 408N
|| 13 Sessioni. [avg] 597N ON 22183N 6GEN
| J2: Sessioni_ favg] 557N ON 19094N 583N
m J1: Sessioni_ [avg] 526N ON 18523N 526N
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SAN Monitoring using Zabbix

A perfect dress for a powerful engine




IntesaSanpaolo Datacenters
Datacenters distribution and replication paths
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SAN Mainframe: Geographic data replication
SAN Mainframe geographic ficon director configuration
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SAN Mainframe monitor: the alert dashboard panel

DR swena || Swoice | iSL || Gestione || Aden || ZABBIX | OK &

A

Alert dashboard
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Port traffic

SAN Mainframe Monitor : the port details panel
| Cuuscotw sirko || 15t Port status "

DCX64 Ficon > Porta 1/2-2 | LINK EMABEFD Ji STATO ONLINE | 1122

DISPOSITIVO - COLLEGATO

TRAFFICO PORTA Da: B 1154 ~ | A | 2111714

211114

HOSTO1M
S/N 840044CB7

14 MAps

Attached
device

T 9MEps

.E Modello H&6
E Tag 80 AB
= §MBps Port Speed BGB

14-00

FortStatCountLossofSignal Ok Wedia

connUnitPonTy pe
connUnitPorn Ty pe-ISL (e Alra
CA30iscards-tSL

A MNiN4

ERRORIPORTA

O~ | 217114

Trigger
status

300

STATO PORTA
;_2- connUnitPotHWState ACTIVE =
; connbnitPortType F-PORT

swFCForiLinkState ENABLED

SwFCPonOpStatus ONLINE

swFCPartPhy State IN-SYNC

swSfpRxPowar -3.6000 =

Port errors Status details
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Bla Bla Car

How we monitor 1 billion km
of monthly ride sharing

Jean Baptiste Favre @jbfavre

Ops Lead
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Reporting
Large Environment

Zabbix Database




Summary

Part 1
Components

-> SQLs & Zabbix
Database Model

-> APIls

-> Jasper Suite

Part 2
Reporting
Architecture

-> Warehouse
Database

-> Reporting
Architecture

Part 3
Reports

=-> Zabbix
Configuration
Checker

-> Manager
Dashboard

-> Yearly Trends




What are we talking about ?

Reporting
— Extract essential Zabbix information to make

better decisions by viewing consolidated data
— Presentation layer must be sexy

Data WareHouse
— Consolidate Zabbix data with some enrichment

(teams, cmdb infos, ...)
— Read Only Database <> Zabbix Database

— retrieve, analyze, transform and report data
— Jasper Suite (iReport & Jasper Server)




What is a Large Environment ?

More than 14 000 servers , 1 million
items

Some servers with over 10 000 items
Some servers with over 10 000 triggers

More than 100 Zabbix administrators
developping Application Templates




OpenWrt (Beesip) And Zabbix

Lukas Macura

CESNET

September 12, 2015

©@ ®
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o BEESIP @ Bright Efficient Embedded Solution for IP Telephony

http://beesip.cesnet.cz

e OpenWRT e Linux distribution for embedded devices
e Zabbix In OpenWRT
o UCIPROV UCI provisioning system is tool for OpenWrt distribution

e Showcase - EduroamAP

e Examples

WECESNE']

lukas Macura (CESNET, z. s. p. 0.) OpenWrt (Beesip) And Zabbix September 12, 2015 4 /31




Automatically deployed devices

Device which boots and is provisioned is automatically
added to Zabbix server.

pawoukap8

pawoukap?

pawoukapb

Interface Status *  Availability
192.168.2.27: 10050 Enabled E
192.168.2.26: 10050 Enabled 2| R oy
192.168.2.25: 10050 Enabled I E [ [

Channels auto-discovery

Wifi channels are auto-discovered and monitored.

Zabbix monitors all neighbours and can use trigger to
alert new device or device with high noise

2756k T
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265 GHz
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pawcukap8; Channels of neighbours (8h)
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Channel times

If supported by HW, it is possible to report times on each
channel (busy, active, transmit and receive). If values
are bad, Zabbix can start trigger or action

pawoukap8: Item values (1d)
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